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General Services Administration 552.239–70 

(i) Information requested in paragraphs (1) 
and (2) of the Commercial Sales Practice 
Format to add SINs. 

(ii) Discount information for the new 
items(s) or new SIN(s). Specifically, submit 
the information requested in paragraphs 3 
through 5 of the Commercial Sales Practice 
Format. If this information is the same as 
the initial award, a statement to that effect 
may be submitted instead. 

(iii) Information about the new item(s) or 
the item(s) under the new SIN(s) must be 
submitted in accordance with the request for 
proposal. 

(iv) Delivery time(s) for the new item(s) or 
the item(s) under the new SIN(s) must be 
submitted in accordance with the request for 
proposal. 

(v) Production point(s) for the new item(s) 
or the item(s) under the new SIN(s) must be 
submitted if required by FAR 52.215–6, Place 
of Performance. 

(vi) Hazardous Material information (if ap-
plicable) must be submitted as required by 
FAR 52.223–3 (Alternate I), Hazardous Mate-
rial Identification and Material Safety Data. 

(vii) Any information requested by FAR 
52.212–3(f), Offeror Representations and Cer-
tifications—Commercial Items, that may be 
necessary to assure compliance with FAR 
52.225–1, Buy American Act—Balance of Pay-
ments Programs—Supplies. 

(2) Deletions. The Contractors shall provide 
an explanation for the deletion. The Govern-
ment reserves the right to reject any subse-
quent offer of the same item or a substan-
tially equal item at a higher price during the 
same contract period, if the contracting offi-
cer finds the higher price to be unreasonable 
when compared with the deleted item. 

(3) Price Reduction. The Contractor shall in-
dicate whether the price reduction falls 
under the item (i), (ii), or (iii) of paragraph 
(c)(1) of the Price Reductions clause at 
552.238–75. If the Price reduction falls under 
item (i), the Contractor shall submit a copy 
of the dated commercial price list. If the 
price reduction falls under item (ii) or (iii), 
the Contractor shall submit a copy of the ap-
plicable price list(s), bulletins or letters or 
customer agreements which outline the ef-
fective date, duration, terms and conditions 
of the price reduction. 

(c) Effective dates. The effective date of any 
modification is the date specified in the 
modification, except as otherwise provided 
in the Price Reductions clause at 552.238–75. 

(d) Electronic File Updates. The Contractor 
shall update electronic file submissions to 
reflect all modifications. For additional 
items or SINs, the Contractor shall obtain 
the Contracting Officer’s approval before 
transmitting changes. Contract modifica-
tions will not be made effective until the 
Government receives the electronic file up-
dates. The Contractor may transmit price re-
ductions, item deletions, and corrections 

without prior approval. However, the Con-
tractor shall notify the Contracting Officer 
as set forth in the Price Reductions clause at 
552.238–75. 

(e) Amendments to Paper Federal Supply 
Schedule Price Lists. 

(1) The Contractor must provide supple-
ments to its paper price lists, reflecting the 
most current changes. The Contractor may 
either: 

(i) Distribute a supplemental paper Federal 
Supply Schedule Price List within 15 work-
days after the effective date of each modi-
fication. 

(ii) Distribute quarterly cumulative sup-
plements. The period covered by a cumu-
lative supplement is at the discretion of the 
Contractor, but may not exceed three cal-
endar months from the effective date of the 
earliest modification. For example, if the 
first modification occurs in February, the 
quarterly supplement must cover February– 
April, and every three month period after. 
The Contractor must distribute each quar-
terly cumulative supplement within 15 work-
days from the last day of the calendar quar-
ter. 

(2) At a minimum, the Contractor shall 
distribute each supplement to those ordering 
activities that previously received the basic 
document. In addition, the Contractor shall 
submit two copies of each supplement to the 
Contracting Officer and one copy to the FSS 
Schedule Information Center. 

(End of Clause) 

Alternate I (APR 2014). As prescribed 
in 538.273(b)(3), add the following para-
graph (f) to the basic clause: 

(f) Electronic submission of modification 
requests is mandatory via eMod (http:// 
eOffer.gsa.gov), unless otherwise stated in the 
electronic submission standards and require-
ments at the Vendor Support Center Web 
site (http://vsc.gsa.gov). If the electronic sub-
missions standards and requirements infor-
mation is updated at the Vendor Support 
Center Web site, Contractors will be notified 
prior to the effective date of the change. 

[79 FR 14184, Mar. 13, 2014; 79 FR 20107, Apr. 
11, 2014; 79 FR 29136, May 21, 2014] 

552.239–70 Information Technology Se-
curity Plan and Security Authoriza-
tion. 

As prescribed in 539.7002(a), insert the 
following provision: 

INFORMATION TECHNOLOGY SECURITY PLAN 
AND SECURITY AUTHORIZATION (JUN 2011) 

All offers/bids submitted in response to 
this solicitation must address the approach 
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48 CFR Ch. 5 (10–1–14 Edition) 552.239–71 

for completing the security plan and certifi-
cation and security authorization require-
ments as required by the clause at 552.239–71, 
Security Requirements for Unclassified In-
formation Technology Resources. 

(End of provision) 

[76 FR 34888, June 15, 2011] 

552.239–71 Security Requirements for 
Unclassified Information Tech-
nology Resources. 

As prescribed in 539.7002(b), insert the 
following clause: 

SECURITY REQUIREMENTS FOR UNCLASSIFIED 
INFORMATION TECHNOLOGY RESOURCES (JAN 
2012) 

(a) General. The Contractor shall be respon-
sible for information technology (IT) secu-
rity, based on General Services Administra-
tion (GSA) risk assessments, for all systems 
connected to a GSA network or operated by 
the Contractor for GSA, regardless of loca-
tion. This clause is applicable to all or any 
part of the contract that includes informa-
tion technology resources or services in 
which the Contractor has physical or elec-
tronic access to GSA’s information that di-
rectly supports the mission of GSA, as indi-
cated by GSA. The term information tech-
nology, as used in this clause, means any 
equipment, including telecommunications 
equipment that is used in the automatic ac-
quisition, storage, manipulation, manage-
ment, control, display, switching, inter-
change, transmission, or reception of data or 
information. This includes major applica-
tions as defined by OMB Circular A–130. Ex-
amples of tasks that require security provi-
sions include: 

(1) Hosting of GSA e-Government sites or 
other IT operations; 

(2) Acquisition, transmission, or analysis 
of data owned by GSA with significant re-
placement cost should the Contractors copy 
be corrupted; 

(3) Access to GSA major applications at a 
level beyond that granted the general public; 
e.g., bypassing a firewall; and 

(4) Any new information technology sys-
tems acquired for operations within the GSA 
must comply with the requirements of 
HSPD–12 and OMB M–11–11. Usage of the cre-
dentials must be implemented in accordance 
with OMB policy and NIST guidelines (e.g., 
NIST SP 800–116). The system must operate 
within the GSA’s access management envi-
ronment. Exceptions must be requested in 
writing and can only be granted by the GSA 
Senior Agency Information Security Officer. 

(b) IT Security Plan. The Contractor shall 
develop, provide, implement, and maintain 
an IT Security Plan. This plan shall describe 
the processes and procedures that will be fol-

lowed to ensure appropriate security of IT 
resources that are developed, processed, or 
used under this contract. The plan shall de-
scribe those parts of the contract to which 
this clause applies. The Contractors IT Secu-
rity Plan shall comply with applicable Fed-
eral laws that include, but are not limited 
to, 40 U.S.C. 11331, the Federal Information 
Security Management Act (FISMA) of 2002, 
and the E-Government Act of 2002. The plan 
shall meet IT security requirements in ac-
cordance with Federal and GSA policies and 
procedures. GSA’s Office of the Chief Infor-
mation Officer issued ‘‘CIO IT Security Pro-
cedural Guide 09–48, Security Language for 
Information Technology Acquisitions Ef-
forts,’’ to provide IT security standards, poli-
cies and reporting requirements. This docu-
ment is incorporated by reference in all so-
licitations and contracts or task orders 
where an information system is contractor 
owned and operated on behalf of the Federal 
Government. The guide can be accessed at 
http://www.gsa.gov/portal/category/25690. Spe-
cific security requirements not specified in 
‘‘CIO IT Security Procedural Guide 09–48, Se-
curity Language for Information Technology 
Acquisitions Efforts’’ shall be provided by 
the requiring activity. 

(c) Submittal of IT Security Plan. Within 30 
calendar days after contract award, the Con-
tractor shall submit the IT Security Plan to 
the Contracting Officer and Contracting Offi-
cers Representative (COR) for acceptance. 
This plan shall be consistent with and fur-
ther detail the approach contained in the 
contractors proposal or sealed bid that re-
sulted in the award of this contract and in 
compliance with the requirements stated in 
this clause. The plan, as accepted by the 
Contracting Officer and COR, shall be incor-
porated into the contract as a compliance 
document. The Contractor shall comply with 
the accepted plan. 

(d) Submittal of a Continuous Monitoring 
Plan. The Contractor must develop a contin-
uous monitoring strategy that includes: 

(1) A configuration management process 
for the information system and its con-
stituent components; 

(2) A determination of the security impact 
of changes to the information system and en-
vironment of operation; 

(3) Ongoing security control assessments in 
accordance with the organizational contin-
uous monitoring strategy; 

(4) Reporting the security state of the in-
formation system to appropriate GSA offi-
cials; and 

(5) All GSA general support systems and 
applications must implement continuous 
monitoring activities in accordance with 
this guide and NIST SP 800–37 Revision 1, 
Guide for Applying the Risk Management 
Framework to Federal Information Systems: A 
Security Life Cycle Approach. 
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